

		










DATA PROCESSING AGREEMENT 

(Hereinafter “the Agreement”)


   
[Netmore AB] 
        (Hereinafter «Data Processor»)


1. Introduction 

This Data Processing Agreement (DPA) outlines the terms and conditions governing the processing of personal data on behalf of the Data Controller by the Data Processor. The Data Processor will on the basis of the Main Agreement.

The purpose of this agreement is to regulate the parties` rights and obligations under the  "General Data Protection Regulation" (GDPR) Dataskyddsförordningen and ensure that personal data is not used in contradiction of applicable laws or made available to unauthorised third parties. 

The agreement shall be completed and interpreted in accordance with the obligations in the "General Data Protection Regulation" (GDPR) Dataskyddsförordningen and associated delegated legislation as well as Regulation (EU) of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (GDPR).   

This agreement does not absolve the Data Processor of liabilities or duties resulting from GDPR and other legislation or frameworks that apply directly to the Data Processor. 

The Data Processor, will process personal data on behalf of the Data Controller, including collection, registration, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction. 

Appendix A to this agreement contains specific information about the processing, including the purpose and nature of the processing, the types of personal data processed, categories of data subjects and the duration of the processing. 

Appendix B to this agreement contains a list of sub-processors that have been approved by the Data Controller 

Appendix C to this agreement contains a description of the technical and organisational measures that the Data Processor has put in place. 


Appendix A, B and C are intrinsic parts of this data processing agreement. 

2. Limitations of Processing 

The purpose of the Data Processor´s processing on behalf of the Data Controller is specified in Appendix A. 

The Data Processor may only process personal data in accordance with the stated mandate for the processing or on the basis of specific instructions from the Data Controller.  As such the Data Processor may not process personal data covered by this agreement or received in connection with the Main Agreement for any other purpose except what is necessary and relevant for the fulfilment of the obligations in the Main Agreement. 

The Data Processor does not control or determine the use of the data and as such may not use the personal data for their own purposes.

When continued retention of the collected and/or received personal data is no longer necessary for the discharge of the Data Processors duties under the agreements with the Data Controller or applicable legislation, the personal data shall be returned to the Data Controller. The Data Controller may in the alternative instruct the Data Processor to securely destroy/delete the personal data in accordance with GDPR Article 28 (3)(g). 

3. Duties of the Data Processor 

The Data Processor shall only process the personal data based on documented and current instructions and routines as determined by the Data Controller, except if otherwise mandated by GDPR Article 28 (3)(a).  

The Data Processor shall disclose to the Data Controller their security and data protection documentation and assist the Data Controller in the Data Controller´s obligations. 

The Data Controller shall, unless otherwise agreed or resulting from applicable law, be granted access to and transparency into the personal data that is being processed and the systems that are used for these purposes. The Data Processor shall provide the necessary assistance for this. 

The Data Processor has a duty not to disclose any information, documentation and personal data that it is granted access to in connection with their agreements with the Data Controller, including all agreements in connection with the Main Agreement.  
The Data Processor shall ensure that only authorized personnel with an operational need can access the information and personal data. The Data Processor shall furthermore ensure that all persons who are authorized to process the personal data are under an obligation to treat the personal data confidentially or are subject to a suitable duty of confidentiality. 

The Data Processor shall assist the Data Controller in fulfilling the Data Controller’s duty to respond to requests from data subjects with a view to exercise their rights under GDPR chapter III. 

If the Data Processor receives requests from the data subject, regarding disclosure, rectification or deletion etc. as defined in GDPR, the request shall be forwarded to the Data Controller. 

The Data Controller may themselves process these requests, hereunder grant disclosure, rectification, deletion, portability requests etc. but can also require the Data Processor to do this. 

The Data Processor and any representatives of the Data Processor will co-operate with the relevant supervisory authority in their exercise of their duties as specified in GDPR Article 31, when requested. 

The Data Processor will at all times, at the request of the Data Controller, make accessible to the Data Controller all information that is necessary to ascertain that the obligations in GDPR Art 28 are met, as well as enable and contribute to audits and/or inspections carried out by the Data Controller or another auditor acting on behalf of the Data Controller. 

The Data Processor will without delay notify the Data Controller about any instructions and routines that it deem to be in contravention to GDPR or other applicable Data Protection frameworks, as set out in GDPR Article 28 (3) 

4. Use of Sub-Processors and Third Parties. 

To facilitate the delivery of services resulting from the Main Agreement, the Data Processor may enter into separate agreements with service vendors (Sub-processors). 

The Data Processor has the general authorization from the Data Controller to make use of Sub-Processors. The Data Processor shall, however, notify the Data Controller of any new or change of sub-processors and thereby give the Data Controller the right to object.  Such notice must reach the Data Controller minimum 30 days prior to the change or addition is to take effect.  In the event the Data Controller objects to any part of the proposed change, the Data Controller shall inform the Data Processor in reasonable time after receipt of the notice. 

Sub-processors are listed in Appendix B at the point of entering into this agreement.   The Sub-processors have established equivalent data processing agreements, emphasizing the implementation of technical and organizational measures. These measures are designed to guarantee that all personal data processing aligns with the terms of this agreement and complies with relevant data protection regulations, including GDPR.

Any party that on behalf of the Data Processors carries out or provides services encompassing the use of personal data is aware of the obligations in this agreement, applicable Data Protection Law and GDPR, and the Data Processor accepts full responsibility that these obligations are complied with. 

The Data Controller may review the Data Processors agreements with sub-processors to ensure that obligations in the GDPR and this agreement are met. Commercial arrangements and terms, such as price, that do not affect the processing or personal data aspects of the agreement with the sub-processor is excluded from this right to review. 

5. Security 

The Data Processor fulfil and meet the security measures that follow from applicable Data Protection Laws and the GDPR.

The Data Processor shall through planned and systematic measures (technical and organisational) ensure adequate information security with regard to confidentiality, integrity and availability in the processing of personal data. In order to ensure adequate information security, the Data Processor must document the information system and their security measures. 

This documentation will be made available for the Data Controller at their request and for the relevant Supervisory Authority. 

The Data Processor will ensure that personal data are not changed through unintentional or unauthorized acts. 

Notification of Personal Data breaches as per the GDPR Article 33-34 will be communicated to the Data Controller without undue delay. The Data Controller is responsible for notifying the relevant Supervisory Authority. The Data Processor will, without instruction, provide the Data Controller with a description of the nature of the breach and when possible, the categories and number of data subjects affected, and the categories and extent of personal data that has been affected by the breach. 

The Data Processor will cooperate with the relevant Supervisory Authority and the Data Controller´s Data Protection Officer in the event of a breach. 

GDPR incidents shall be indicated to Netmore Group GDPR mailbox: gdpr@netmoregroup.com where all incidents are managed according to the regulatory requirements and company policies.

6. Security Audits 

The Data Processor will at regular intervals carry out security audits of systems, work processes and other areas encompassed by this agreement. 

The Data Controller will be permitted to, with their own resources and of their own accord, audit the Data Processor´s fulfilment of their obligations under this agreement, as set out in GDPR Article 28 (3)(h). 

The Data Controller´s audit of any Sub-processors will be done through the Data Processor.

7. Duration 

This agreement shall be valid for as long as the Data Processor processes personal data on behalf of the Data Controller in connection with the Main Agreement, hereunder but not limited to the entire duration of the Main Agreement. 

In the event of a breach of this agreement or a failure to comply with applicable Data Protection Laws, the Data Controller may order the Data Processor to stop all further processing of data with immediate effect. 

Material breaches of this agreements by the Data Processor will automatically constitute a material breach of the Main Agreement. 

8. Termination 

Upon the termination of this agreement the Data Processor shall return all personal data that has been received from or on behalf of the Data Processor and is subject to this agreement. The Data Controller may also require the Data Processor to provide them with a printout or copy of all relevant content in databases or systems. 

The Data Processor shall, at the request of the Data Controller, delete or appropriately destroy or anonymise all personal data which is subject to this agreement, including relevant parts of any security backups. The Data Processor undertakes to carry out deletion/destruction in accordance with the Data Controller´s instructions and with GDPR Article 28 (3)(g). 

The Data Processor shall within reasonable time and no later than 30 days after the termination of this agreement document, in writing, the deletion or destruction of the personal data in accordance with the terms of this agreement. 

9. Transfer of Personal Data to Third Countries 

The Data Processor cannot transfer personal data to countries outside the EU/EEA (third countries) on its own or through a Sub-processor without previous instruction from the Data Controller. 

If personal data is transferred to third countries, the Data Processor shall ensure that this happens in compliance with the obligations in GDPR Chapter IV. 

10. Liability 

Limitations of liability in the Main Agreements do apply to liabilities arising from the breach of this Data Processing Agreement. 

Notwithstanding the section above, if a Party becomes liable to a Data Subject under GDPR and the other Party was involved in the same processing as formed the basis for the Data Subject’s claim, the other Party shall (in accordance with Article 82.5 GDPR) reimburse the liable Party with the part of the compensation corresponding to the other Party’s part of the responsibility for the damage. In addition, the other Party shall compensate the liable Party for fair and proportionate (in relation to the other Party's liability) costs of defending such claims. Further, a Party subject to a claim from a Data Subject shall within reasonable time inform the other Party in writing of the claim, if it is likely that claims against the other Party may be made. The other Party shall gain insight into the Data Subject’s and the Party’s documents in such lawsuit and shall be given the opportunity to comment on this.


11. Choice of Law and Forum 

Any disputes or claims arising under this DPA, including disputes regarding its existence, validity or termination or the consequences of its nullity shall be settled as stipulated in the Agreement.


12. Contact details

Data Processors contact details:
Data Protection Officer
Email: GDPR@netmoregroup.com



Appendix A - Particulars of the processing  



Categories of data subjects whose personal data is processed:

1. Data controller users and customers in the LoRaWAN portal: This category includes individuals who use the Data Controller's services and the portal for managing their accounts.

2. Metadata related to devices: This may involve indirect personal data and includes information about the devices used within the system.

Categories of personal data processed:

For data controller users on the LoRaWAN portal:

- Name 
- Username
- Email address
- Phone number
- Address

Metadata related to devices, which is determined by the Data Controller, may include:

- Location
- Reference numbers
- Device/sensor details
- Relation to other equipment
- Building number
- Installation information

Nature of the processing:

Personal data within the portal primarily serves the following purposes:

1. Management of user accounts: It is used for managing user accounts related to Data Controller personnel and their clients. Note that customers may unintentionally provide personal information while registering devices or sensors on the portal.

2. Support and access: Support personnel from either the Data Controller or Data Processor may access indirectly identifiable personal information collected by the sensors when providing assistance.

3. Sensor data history: The system maintains a concise history of sensor data linked to specific locations, primarily for customer accessibility. It's important to highlight that the LoRaWAN protocol inherently limits the volume of such data to a few bytes, not kilobytes. Additionally, the protocol allows customers the option to encrypt indirectly identifiable personal information if desired.

Purpose(s) for which the personal data is processed on behalf of the controller:

The processing of personal data is performed for the following purposes:

1. Account Creation and Management: Email accounts and phone numbers are used for creating and managing accounts. This supports various activities, including sensor installation, radio equipment setup, network monitoring, configuring new customer accounts, and developing sensor applications.

2. Customer Account Management: Customer email accounts and phone numbers are used for enabling sensor installation and access to sensor data.

It's essential to emphasize that while both Data Controller Personnel and Data Processor personnel may access indirectly identifiable personal data during support cases, the system's primary function is to securely transport this data to the respective customer.

Duration of the processing:

The duration of data processing varies:

- Customer account information: It is retained for the duration of the customer's subscription to the Data Controller's services, with the responsibility for account creation and deletion lying with the Data Controller.

- Data controller personnel account information: It is retained for the duration of their employment with the Data Controller, with the Data Controller initiating account creation and deletion.

- Data related to devices: Processed only as long as the respective device remains active within the system.

- Data collected by sensors: This may include indirectly identifiable personal information and is retained for a period of 3-6 months.
 


Appendix B – Approved Sub-processors  
 

[bookmark: _Toc14271711][bookmark: _Toc14271915][bookmark: _Toc14391524][bookmark: _Toc14391607][bookmark: _Toc14391843][bookmark: _Toc14435433]The Data Controller authorises the engagement of the following sub-processors:

	NAME
	Organisation number
	ADDRESS (location of dataprocessing)
	DESCRIPTION OF PROCESSING

	Datakompisen i Dorotea AB
	556674-2374
	Skolgatan 4 
SE-917 87 Dorotea, Sweden
	Datakompisen deliver the 24/7 Network Operation Services (NOC) and manage Network Operation, remote trouble shooting of network and devices. This includes also user administration.

	Bredbandsson AB
	556780-7507
	Rattgatan 7b
261 51 Landskrona
Sweden
	Bredbandsson AB handles customer support for Netmore group

	Data print SARL
	679 804 971
	69, avenue du Maréchal Juin
64200 BIARRITZ 
	Dataprint supports Netmore in configuring and shipping of hardware 








